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§2001.40 General.

(a) Classified information, regardless
of its form, shall be afforded a level of
protection against loss or unauthorized
disclosure commensurate with its level
of classification.

(b) Except for foreign government in-
formation, agency heads or their des-
ignee(s) may adopt alternative meas-
ures, using risk management prin-
ciples, to protect against loss or unau-
thorized disclosure when necessary to
meet operational requirements. When
alternative measures are used for other
than temporary, unique situations, the
alternative measures shall be docu-
mented and provided to the Director of
ISOO. Upon request, the description
shall be provided to any other agency
with which classified information or
secure facilities are shared. In all
cases, the alternative measures shall
provide protection sufficient to reason-
ably deter and detect loss or unauthor-
ized disclosure. Risk management fac-
tors considered will include sensitivity,
value, and crucial nature of the infor-
mation; analysis of known and antici-
pated threats; vulnerability; and coun-
termeasure benefits versus cost.

(c) North Atlantic Treaty Organiza-
tion (NATO) classified information
shall be safeguarded in compliance
with U.S. Security Authority for NATO
Instruction (USSAN) 1-07. Other for-
eign government information shall be
safeguarded as described herein for
U.S. information except as required by
an existing treaty, agreement or other
obligation (hereinafter, obligation).
When the information is to be safe-
guarded pursuant to an existing obliga-
tion, the additional requirements at
§2001.54 may apply to the extent they
were required in the obligation as
originally negotiated or are agreed
upon during amendment. Negotiations
on new obligations or amendments to
existing obligations shall strive to
bring provisions for safeguarding for-
eign government information into ac-
cord with standards for safeguarding
U.S. information as described in this
Directive.

(d) Need-to-know determinations. (1)
Agency heads, through their designees,
shall identify organizational missions

§2001.42

and personnel requiring access to clas-
sified information to perform or assist
in authorized governmental functions.
These mission and personnel require-
ments are determined by the functions
of an agency or the roles and respon-
sibilities of personnel in the course of
their official duties. Personnel deter-
minations shall be consistent with sec-
tion 4.1(a) of the Order.

(2) In instances where the provisions
of section 4.1(a) of the Order are met,
but there is a countervailing need to
restrict the information, disagree-
ments that cannot be resolved shall be
referred by agency heads or designees
to either the Director of ISOO or, with
respect to the Intelligence Community,
the Director of National Intelligence,
as appropriate. Disagreements con-
cerning information protected under
section 4.3 of the Order shall instead be
referred to the appropriate official
named in section 4.3 of the Order.

§2001.41 Responsibilities of holders.

Authorized persons who have access
to classified information are respon-
sible for:

(a) Protecting it from persons with-
out authorized access to that informa-
tion, to include securing it in approved
equipment or facilities whenever it is
not under the direct control of an au-
thorized person;

(b) Meeting safeguarding require-
ments prescribed by the agency head;
and

(c) Ensuring that classified informa-
tion is not communicated over unse-
cured voice or data circuits, in public
conveyances or places, or in any other
manner that permits interception by
unauthorized persons.

§2001.42 Standards for security equip-
ment.

(a) Storage. The Administrator of the
General Services Administration (GSA)
shall, in coordination with agency
heads originating classified informa-
tion, establish and publish uniform
standards, specifications, qualified
product lists or databases, and supply
schedules for security equipment de-
signed to provide secure storage for
classified information. Whenever new
secure storage equipment is procured,
it shall be in conformance with the
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